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• What test cases are covered by the RDP test suites
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Overview of 
Windows Protocols

Althea Champagnie, Senior Program Manager



 Our goal is to ensure that third-party developers have access to 
the interoperability information, tools, and resources they need 
to successfully develop the services, products, and platforms 

that apply to Microsoft

 We love our developers！

Microsoft Interoperability Guidelines

Technical 
Support

Tools DocumentsEvents



Events • Co-sponsored industry events

• SNIA Storage Development Conference

• SambaXP

• RDP-focused events

• Presentations, I/O Labs, Meetups, and more.

• A virtual RDP event is being planned for later in the 
year

• Find more info at InteropEvents.com.



What Are The 
Protocols
Technical 
Specs?

• Detailed technical specifications for Microsoft protocols 
that are implemented and used by Windows to 
interoperate or communicate with other Microsoft 
products

• Descriptions of extensions to industry-standard and 
other published protocols that are used by Windows

• Essential resource for developers doing protocol 
implementation work

• Includes use cases

• Find them at https://aka.ms/techspecs

https://aka.ms/techspecs


What Are The 
Protocols 
Overview 
Documents?

• “… illustrate how Windows protocols that are 
functionally related work together, with practical 
examples that demonstrate common usage scenarios.”

• Good resource for new developers getting into 
protocol implementation work

• Good resource for seasoned developers getting into a 
new technology area

• Includes sequencing diagrams of the examples

• Includes Network Captures of the examples

• Find them at https://aka.ms/ods

https://aka.ms/ods


What ODs 
Are 
Available?

Technology Overview Document(s)

File, Fax, and Printing Services MS-CCROD, MS-FASOD, MS-FSMOD, MS-
PRSOD, MS-STOROD, MS-VSOD

Security and Identity Management MS-AUTHSOD, MS-AZOD, MS-CERSOD, 
MS-RMSOD

Directory Services MS-ADOD, MS-ADFSOD

Systems Management MS-GPOD, MS-WMOD, MS-WSUSOD

Application Services MS-MQOD, MS-TPSOD

Collaboration and Communications MS-MSSOD

Networking MS-NETOD, MS-NAPOD

Remote Connectivity MS-RDSODhttps://aka.ms/ods

https://aka.ms/ods


What Are The 
Network 
Captures?

https://aka.ms/odcap

https://aka.ms/odcap


What Are The 
Network 
Captures?

https://aka.ms/odcap

https://aka.ms/odcap


Windows協定測試套件介绍

Min Li, Principal Software Engineering Manager



什麼是協定測試套件(Protocol Test Suites) ?

• 一組打包的測試範例, 用來驗證協定
消息和行為

• 最初開發用於測試微軟的開放協定
(Open Specification)
o 用來測試/驗證 Windows 行為
o 用來測試協力廠商(industry partner)的實現

• 我們的測試套件不一定包括每個協
定要求, 也不驗證具體的實現, 但可
以作為測試互通性(interoperability)

的有用指示。

測試套件的類型:
• 單獨的測試套件: MS-

SMBD, MS-SMB, MS-
ADFSPIP

• 家族測試套件: AD, File 
Server (MS-SMB2 and 
related protocols), 
Remote Desktop, 
Kerberos, Branch Cache

• 概觀協定: MS-ADOD, 
MS-AZOD



為什麼要開發協定測試套件

目标：
• 保證微軟開放協定(Open Specification)的品質

o 正確性和實用性

• 幫助廠商實現協定開發
o 簡化調試過程

o 消息序列
o 加密/解密消息

• 参考引用測試套件的的源代碼
• http://aka.ms/wpts, http://aka.ms/wptf

http://aka.ms/wpts
http://aka.ms/wptf


類別 測試套件 協定

File Sharing
文件共享

File Server (SMB3)
MS-SMB2, MS-FSRVP, MS-SWN, MS-DFSC, MS-RSVD, MS-SQOS, MS-
FSA

MS-SMB MS-SMB

MS-SMBD MS-SMBD

BranchCache MS-PCCRC, MS-PCCRR, MS-PCCRTP, MS-PCHC, MS-CCROD

Security
安全認證

Kerberos MS-KILE, MS-KKDCP, MS-PAC

MS-AZOD MS-AZOD

Active Directory
活動目錄

ADFamily
MS-ADTS-LDAP, MS-ADTS-PublishDC, MS-ADTS-Schema, MS-ADTS-
Security, MS-APDS, MS-DRSR, MS-FRS2, MS-LSAD, MS-LSAT, MS-
NRPC, MS-SAMR

MS-ADOD MS-ADOD

Remote Desktop
遠程桌面

RDP Client/RDP 
Server

MS-RDPBCGR, MS-RDPEDISP, MS-RDPEDYC, MS-RDPEGFX, MS-
RDPEGT, MS-RDPEI, MS-RDPEMT, MS-RDPEUDP, MS-RDPEUSB, MS-
RDPEVOR, MS-RDPRFX, MS-RDPELE

BYOD
自控電子設備

MS-ADFSPIP MS-ADFSPIP

開發了哪些協定測試套件

• 測試協定套件的開源進展

• 11個家族測試套件

• 44個 Windows協定

• MIT License

• 協定測試框架Protocol Test Framework

• 協定測試管理器Protocol Test Manager

• 工具集Utilities

• 2種格式: 源代碼，MSI安裝包

https://github.com/Microsoft/WindowsProtocolTestSuites/tree/master/TestSuites/FileServer
https://github.com/Microsoft/WindowsProtocolTestSuites/tree/master/TestSuites/MS-SMB
https://github.com/Microsoft/WindowsProtocolTestSuites/tree/master/TestSuites/MS-SMBD
https://github.com/Microsoft/WindowsProtocolTestSuites/tree/master/TestSuites/BranchCache
https://github.com/Microsoft/WindowsProtocolTestSuites/tree/master/TestSuites/Kerberos
https://github.com/Microsoft/WindowsProtocolTestSuites/tree/master/TestSuites/MS-AZOD
https://github.com/Microsoft/WindowsProtocolTestSuites/tree/master/TestSuites/ADFamily
https://github.com/Microsoft/WindowsProtocolTestSuites/tree/master/TestSuites/MS-ADOD
https://github.com/Microsoft/WindowsProtocolTestSuites/tree/master/TestSuites/RDP
https://github.com/Microsoft/WindowsProtocolTestSuites/tree/master/TestSuites/MS-ADFSPIP
http://choosealicense.com/licenses/mit


RDP 測試套件概述
RDP 用戶端家族測試套件

• 涵蓋11個協定,已同步至Win10 19H2 (1909)

• 被測試對象System Under Testing (SUT) 是RDP用戶端實作, mstsc.exe, FreeRDP, Thin Client …

• 400+ 測試範例

• 測試代碼包含: RemoteFX codec, Clear Codec, Progressive Codec

• 工具: H264 Codec Tool
RDP 伺服器測試套件

• 涵蓋4個協定,已同步至Windows Server 19H2 (1909)

• 被測試對象System Under Testing (SUT)是RDP伺服器端實作

• 25个測試範例



RDP 用戶端測試套件家族範圍

MS-RDPBCGR/EDYC/EGT
• Connection
• Reactivation
• Auto-Reconnection
• Server Redirection
• Basic Client Input
• Fast-Path/Slow-Path
• Static virtual Channel
• Network Auto-Detection
• Connection health monitoring

MS-RDPRFX
• RFX Codec (RLGR1/RLGR3)
• Image / Video Mode

MS-RDPEUSB 
• USB Device Channel Setup
• I/O 

MS-RDPEVOR
• Video Remoting

MS-RDPEUDP
• Reliable/Lossy Connection
• Retransmit
• Congestion Control

MS-RDPEGFX
• Surface & Cache
• RemoteFX Codec
• Progressive Codec
• Clear Codec
• RDP8.0 Compression
• H264 Codec

MS-RDPEI
• Touch Input
• Touch Control

MS-RDPEMT
• Build Secure Channel
• Network Auto-Detection
• Exchange DVC data

MS-RDPEDISP
• Change display configuration



RDP 伺服器端測試套件家族範圍

MS-RDPBCGR/EDYC/EGT
• Connection
• Auto-Reconnection
• Fast-Path
• Slow-Path
• Static virtual Channel
• Network Auto-Detection Connection
• Health monitoring

MS-RDPEMT
• Build Secure Channel
• Network Auto-Detection
• Exchange DVC data

MS-RDPEDYC
• Create and close DVC
• Send compressed 
• Send uncompressed data

MS-RDPELE
• New License
• License Upgrade



協定測試套件在哪里

• GitHub

• 兩種格式
• 源代碼
• MSI安裝包

http://aka.ms/wpts, http://aka.ms/wptf

http://aka.ms/wpts
http://aka.ms/wptf


V3.20.1.0

2020年1月
…

V3.18.9.0

2018年9月

V3.18.6.0

2018年6月
…启动于2016

年1月

開源Windows協定測試套件

• 2 個代碼資源庫, 14 次發佈

• GitHub http://aka.ms/wptf

• GitHub http://aka.ms/wpts

• 3年中縂下載量增長了7倍，達到了8000+

• 持續增長的業界合作夥伴貢獻和深度合作

• GitHub issues

• Pull Request  

http://aka.ms/wptf
http://aka.ms/wpts


深耕开源社群

https://github.com/FreeRDP/FreeRDP/pull/5275 https://github.com/rdesktop/rdesktop/pull/317

https://github.com/FreeRDP/FreeRDP/pull/5275
https://github.com/rdesktop/rdesktop/pull/317


如何設計協定测试套件

Test Suite (Synthetic Server)
Partner s Client

2

1

3

4

5

2. 開發協定測試套件(Synthetic Server): 
依照開放協定規範

3. 驗證文檔:與 Windows實現進行交互
測試

4. 與第三方實現進行交互測試: 説明發
現實現上的問題

1. 熟悉開放協定規範 : 消息，消息序
列，行為

5. 目標:第三方實現與Windows Server
正常交互

Windows Server Windows Client

Open Specification

Message Over the Wire

第三方實現協定測試套件

開放協定規範

網線上的消息



如何設計測試用例

協定規範:

#1: If RDP server receives message A from RDP Client, RDP Server should respond with message B. 
#2: If message A is invalid, Test Suite should return error message C.

測試範例#1:
1. Establish connection;
2. TestSuite.Receive(valid msgA);
3. Expect client to send msgA, and

• Assert (msgA.Field1 == valid1)
• Assert (msgA.Field2 == valid2)
• …
• Assert (msgB.FieldN == validN)

4. TestSuite.Send(valid msgB);

測試範例#2:
1. Establish connection;
2. TestSuite.Receive(Invalid msgA);
3. Expect RDP Client to send msgC, and 

• Assert (msgC.Status == ERROR)

4. TestSuite.Send(Error msgC)



測試套件的架構

System Under 
Test (SUT)

協定的實現

測試套件
SUT Control 

Adapter
測試範例

定義消息序列

Protocol 
Adapter

Protocol SDK

改變SUT的狀態以滿足測試的
需求

實現具體的操作: 
發送\接收消息等

定義結構 : Field, 
Message，編碼，

解碼



協定測試框架Protocol Test Framework (PTF)

• 基于Visual Studio Unit Test框架

• 集成通用的feature

• 簡化開發測試套件

• GitHub代碼開源 : 
http://aka.ms/wptf

Visual Studio Unit Test

Protocol Test Framework

File Server 
測試套件

RDP

測試套件 …

http://aka.ms/wptf


協定測試管理器

協定測試管理器Protocol Test Manager(PTM)
• 嵌入了部署向導
• 自動檢測測試對象的性能和配置
• 推薦可執行的測試用例
• 簡化測試套件的配置
• 提供有好的運行界面
• 展示測試結果
• 支持命令行及重跑

部署向
導

重跑
自動檢測

配置測試
範例

選擇測
試範例

運行測試
範例

分析結果

命令行

http://aka.ms/wpts

http://aka.ms/wpts


主要特點Ⅰ

• PTF 配置文件
• XXX.deployment.ptfconfig

• 提供測試環境的基本配置信息, 例如IP
地址, 用户名, 密码…

• XXX.ptfconfig
• 提供測試套件的通用信息, 例如使用的

Adapter的類型, logging的類型…



主要特點Ⅱ

SUT Control Adapter

• 用于控制SUT (System Under Test)的狀態

▪ PowerShell

▪ Managed Adapter:

▪ Interactive

• RDP Client 測試套件已支持C#, C, Python, Java的測試對象控制器（ SUT Control Agent ）
• 源代碼見GitHub

https://github.com/microsoft/WindowsProtocolTestSuites/commit/d0965fa0765b2f85591cf184216715382d065c4c


• 基於自定義的一個簡單協定 (SUT remote control protocol) 傳輸控制命令

• 用戶需要基於此協定實現一個簡單的程序作爲代理器

基於協定的測試對象控制器 SUT Control Agent

Test Cases

RDP Client

SUT control 
adapter

Agent

RDP Protocols

SUT Control 
Request Message 

SUT Control 
Response Message

SUT Remote 
Control ProtocolTest Suite (Synthetic Server)

RDP Client (SUT)

https://github.com/Microsoft/WindowsProtocolTestSuites/blob/staging/TestSuites/RDP/docs/SUT_Remote_Control_Protocol_RDP_Extension.pdf


資源

• 開放技術文檔: http://aka.ms/techspecs

• 開放技術文檔支持，請聯係: dochelp@microsoft.com

• 測試套件GitHub開源: http://aka.ms/wpts, http://aka.ms/wptf
• 歡迎提交問題，貢獻代碼和討論

• 技術概述文檔: https://aka.ms/ods

• 該書文檔網絡抓包GitHub開源: https://aka.ms/ODCap

• 論壇及最新消息: https://social.msdn.microsoft.com/forums/en-
us/home?forum=os_windowsprotocols

http://aka.ms/techspecs
mailto:dochelp@microsoft.com
http://aka.ms/wpts
http://aka.ms/wptf
https://aka.ms/ods
https://aka.ms/ODCap
https://social.msdn.microsoft.com/forums/en-us/home?forum=os_windowsprotocols


Thank you


