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Agenda e Overview of Windows Protocols
» What do the Windows protocols cover
* What resources are available

* Introduction to Protocols Test Suites
« What test suites are available and how they work
« What test cases are covered by the RDP test suites
* Where to find the test suites and how to use them
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Microsoft Interoperability Guidelines

- Our goal Is to ensure that third-party developers have access to
the interoperability information, tools, and resources they need
to successfully develop the services, products, and platforms

that apply to Microsoft

. We love our developers!

O 6 & 6

Technical

Tools Documents
Support

Events
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Events « Co-sponsored industry events
* SNIA Storage Development Conference
« SambaXP

« RDP-focused events
 Presentations, I/O Labs, Meetups, and more.
* A virtual RDP event is being planned for later in the
year

 Find more info at InteropEvents.com.
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What Are The
Protocols
Technical
Specs?

=& Microsoft

Detailed technical specifications for Microsoft protocols
that are implemented and used by Windows to
interoperate or communicate with other Microsoft
products

Descriptions of extensions to industry-standard and
other published protocols that are used by Windows

Essential resource for developers doing protocol
implementation work

Includes use cases
Find them at https://aka.ms/techspecs
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https://aka.ms/techspecs

What Are The - “_illustrate how Windows protocols that are
Protocols functionally related work together, with practical
Overview examples that demonstrate common usage scenarios.”

Documents? » Good resource for new developers getting into

protocol implementation work

Good resource for seasoned developers getting into a
new technology area

Includes sequencing diagrams of the examples

Includes Network Captures of the examples
Find them at https://aka.ms/ods
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https://aka.ms/ods

What ODs Technology Overview Document(s)
Are

Ava ||a ble') File, Fax, and Printing Services MS-CCROD, MS-FASOD, MS-FSMOD, MS-

PRSOD, MS-STOROD, MS-VSOD

Security and Identity Management MS-AUTHSOD, MS-AZOD, MS-CERSOD,
MS-RMSOD

Directory Services MS-ADOD, MS-ADFSOD

Systems Management MS-GPOD, MS-WMOD, MS-WSUSOD

Application Services MS-MQOD, MS-TPSOD

Collaboration and Communications MS-MSSOD

Networking MS-NETOD, MS-NAPOD

https://aka.ms/ods Remote Connectivity MS-RDSOD
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https://aka.ms/ods

What Are The
Network
Captures?

https://aka.ms/odcap

=& Microsoft

[ Domain client ] [ DomainController I

: 1. DC-location ping |
{ LL ———————— 2. DC-location response — — — — — — — — tD
Ectablich SMB session { L_[‘ : SM}(.S SMB session bind (MS-SMB)ﬂ‘
i — — — . SMB session bind response (MS-SMB) - — — — — r
| 5. SamrConnectS (MS-SAMR) ’
u< - = — — 6. SamrConnect5 response (MS-SAMR) — — — — — rE]
: 7. SamrOpenDomain (MS-SAMR)
D: — = — - B, SamrOpenDomain response (MS-SAMR) — — — — :D
i 9. SamrLookupNamesIinDomain (MS-SAMR) —-»_[:]
D:: = 10. SamrLookupNamesinDomain response (MS-SAMR) - —
! 11. SamrOpenUser (MS-SAMR)
L,L - —— = 12. SamrOpenUser response (MS-SAMR) = = — — — :E]

Locate a DC

Disable computer account <

- 13. SamrQueryinformationUser (MS-SAMR) —t[:]
EE_ — 14. SamrQueryInformationUser response (MS-SAMR) - — -
: 15. SamrSetInformationUser (MS-SAMR) 41:]’
~ EI: - = 16. SamrSetinformationUser response (MS-SAMR) - — — :
Update local state { D: 17. Update local state D

- 18, SamrCloseHandle (MS-SAMR) 41:]
[:l:: ———-19. SamrCloseHandle response (MS-SAMR) — — — — -

: 20. SamrCloseHandle (MS-SAMR) 41:]’
[:l:: — — —-21. SamrCloseHandle response (MS-SAMR) — — — — -+

: 22. SamrCloseHandle (MS-SAMR) 41:]
EE: - = = -23. SamrCloseHandle response (MS-SAMR) — — — — ~

: 24. SMB session close (MS-SMB) i
- [:E: - — = -25. SMB session close response (MS-SMB) — — — — :[:]

Figure 45: Message flow for unjoining from a domain

Close connections <
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https://aka.ms/odcap

‘ MS-ADOD_Example1_4_WS2019v1903_X64_Win10v1903_X64_Domain_UnjoiningADomainMember.pcapng
File  Edit View Go  Capture  Analyze  Statistics  Telephony  Wireless Tools  Help

‘ ® BB QensFiF[Eaaan
[ |pkt_c0mment
No. Time Source Destination Protocol Length Info
45 9.638295 i192.168.0.101 i192.168.9.1 SMB2 3300 Session Setup Request ‘
47 9.6399@0 192.168.0.1 192.168.0.101 SMB2 315 Session Setup Response
78 18.698179 192.168.0.101 192.168.0.1 SAMR 266 Connect5 request
79 10.698583 192.168.0.1 192.168.0.101 SAMR 234 Connect5 response
86 18.698675 192.168.0.101 192.168.0.1 SAMR 258 OpenDomain request
W h at A re T h e 81 16.699042 192.168.0.1 192.168.0.101 SAMR 218 OpenDomain response
82 10.699123 192.168.0.101 192.168.0.1 SAMR 304 LookupNames request
83 16.699511 192.168.0.1 192.168.6.101 SAMR 258 LookupNames response
84 10.699587 192.168.0.101 192.168.0.1 SAMR 230 OpenUser request
etWO r 85 10.700087 192.168.0.1 192.168.0.101 SAMR 218 OpenUser response

v Packet comments
Title: Example 4. Figure 45. Step 3 SMB session bind

C ? Author: Microsoft Corporation
aptures: oo

Step 3

Type Domain Client sends SMB session bind Request
Roles Domain Client -> Domain Controller

Frame 45

Message ID [MS-SMB2]: SMB2 SESSION_SETUP Request

Frame 45: 3300 bytes on wire (26400 bits), 3300 bytes captured (26486 bits) on interface \Device\NPF_{1C@C2A2E-62B4-46B4-9COE-C7C579F9A6B8}, id @
Ethernet II, Src: Microsof_51:a7:36 (©0:15:5d:51:a7:36), Dst: Microsof_51:a7:37 (©@:15:5d:51:a7:37)

Internet Protocol Version 4, Src: 192.168.6.101, Dst: 192.168.8.1

Transmission Control Protocol, Src Port: 54341, Dst Port: 445, Seq: 298, Ack: 587, Len: 3246

NetBIOS Session Service

SMB2 (Server Message Block Protocol version 2)

80 15 5d 51 a7 37 @@ 15 5d 51 a7 36 @8 00 45 ee 1Q-7-- ]1Q:6--E
00 00 e4 9f 42 00 80 06 ©0 B0 cO a8 00 65 cO a8 @ e
00 91 d4 45 @1 bd fa 83 59 bf a4 d1 73 92 50 18 E Y---s-P
28 12 81 bd @2 00 82 0@ Oc aa fe 53 4d 42 40 @@ sMB@

©1 00 G0 00 €0 00 @1 @ 21 20 10 o0 oo 6o oo ee !
https.//aka mS/OdcaD ©0 00 62 00 60 0 20 00 0 8e ff fe 00 G0 00 ee
. ) 00 00 60 6O G0 OO 80 68 0o 20 @0 oo 00 60 60 0

02 00 60 00 20 ©0 €0 ©0° ©o ee 12 oo o0 62 ol ee

02 00 00 00 00 0O 58 9@ 52 ©c ©0 20 00 62 00 °° X R
00 60 62 82 Bc 4e 6 6 2b 86 @1 ©5 B5 02 20 82 TeeNe- o+
O z Comment (frame.comment) Packets: 117 - Displayed:
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https://aka.ms/odcap
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HEE 2R EREEEM (Protocol Test Suites) ?

B TERYREEES, ARSI  apteemaymm.

BEFHTR . EEARER: MS-
o« EFEEHRSHEERRYF NI E SMBD, MS-SMB, MS-
(Open Specification) iDFSPJ_P |
o FEREIEL/EREE Windows 1774 - FRiEAIEEM: AD, File
R J‘“tijjFT“J(mdustry partnen I EEER e WE-SHE2 smg

. ?‘ZWEE’]: it A—EaiE AR related protocols),

Remote Desktop,
ZE%Z‘Z wA %Eﬂn#,\ﬁ“mffﬁ {Hr] Kerberos, Branch Cache
LM EE RGN BB (interoperability) . ERRE: MS-ADOD,

HIB RtE . MS-AZOD
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RTEEREHBEAEEN

Eht

1%3’32? ﬁé’ﬂaﬁﬁﬁ&’ry&m@pen Specification)iNanE
=
. *jEJJF_* SIREHZE
O ﬁ%’f{u”nitl_ﬁi
O il%:%fﬂﬂ
o NMN=/fE=ERE
» 2% 5 | A ELRIRECHES

http://aka.ms/wpts, http://aka.ms/wptf
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3% 7 LRI S

851 A EH e
t- | e | N A Y
. BRI EE LR
- NMEFFRHEMN File Sharing MS-SMB MS-SMB
NHH=E
o 441@ Windows’[ﬁ;’;x"E MS-SMBD MS-SMBD
. BranchCache MS-PCCRC, MS-PCCRR, MS-PCCRTP, MS-PCHC, MS-CCROD
« MIT License
Security Kerberos MS-KILE, MS-KKDCP, MS-PAC
- ERFELZEProtocol Test Framework ik MS-AZOD AT
. | g MS-ADTS-LDAP, MS-ADTS-PublishDC, MS-ADTS-Schema, MS-ADTS-
i E Al EIEaEProtocol Test Manager Active Directory ADFamily Security, MS-APDS, MS-DRSR, MS-FRS2, MS-LSAD, MS-LSAT, MS-
yese . NRPC, MS-SAMR
- T E£fEUtilities iGEnB i
MS-ADOD MS-ADOD

- 2B B, MSIRita
RDP Client/RDP MS-RDPBCGR, MS-RDPEDISP, MS-RDPEDYC, MS-RDPEGFX, MS-

Remote DESktop RDPEGT, MS-RDPEI, MS-RDPEMT, MS-RDPEUDP, MS-RDPEUSB, MS-

HIERE Server RDPEVOR, MS-RDPRFX. MS-RDPELE
BYOD

. MS-ADESPIP MS-ADFSPIP
BiEEF0E I

=m Microsoft DevDays /\O Eﬁ
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https://github.com/Microsoft/WindowsProtocolTestSuites/tree/master/TestSuites/FileServer
https://github.com/Microsoft/WindowsProtocolTestSuites/tree/master/TestSuites/MS-SMB
https://github.com/Microsoft/WindowsProtocolTestSuites/tree/master/TestSuites/MS-SMBD
https://github.com/Microsoft/WindowsProtocolTestSuites/tree/master/TestSuites/BranchCache
https://github.com/Microsoft/WindowsProtocolTestSuites/tree/master/TestSuites/Kerberos
https://github.com/Microsoft/WindowsProtocolTestSuites/tree/master/TestSuites/MS-AZOD
https://github.com/Microsoft/WindowsProtocolTestSuites/tree/master/TestSuites/ADFamily
https://github.com/Microsoft/WindowsProtocolTestSuites/tree/master/TestSuites/MS-ADOD
https://github.com/Microsoft/WindowsProtocolTestSuites/tree/master/TestSuites/RDP
https://github.com/Microsoft/WindowsProtocolTestSuites/tree/master/TestSuites/MS-ADFSPIP
http://choosealicense.com/licenses/mit

P =N = [|os
RDP AFimz &A=
EE11ERE SRIZZEWINT0 19H2 (1909)
#HIEE SR System Under Testing (SUT) 2RDPHFimEYE, mstsc.exe, FreeRDP, Thin Client ...

400+ ;HIFHEBHI
BIERCIER S RemoteFX codec, Clear Codec, Progressive Codec

RDP {rlfkkes I =14

o FEAERE ERIEZEWindows Server 19H2 (1909)
o #AIER¥IS: System Under Testing (SUT)ZRDP{AIREEHE(E
o 25/ RIEEE
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RDP HFRim R EERixEEE

MS RDPBCGR/EDYC/EGT MS-RDPEUSB MS-RDPEUDP

Connection «  USB Device Channel Setup . Reliable/l_'ossy Connection
. 1/0 * Retransmit

* Congestion Control

Reactivation
Auto-Reconnection

Server Redirection MS-RDPEVOR MS-RDPEMT

Basic Client Input  Video Remoting e Build Secure Channel

Fast-Path/Slow-Path e Network Auto-Detection

Static virtual Channel +  Exchange DVC data
Network Auto-Detection MS-RDPEGFX

Connection health monitoring Surface & Cache MS-RDPEI
RemoteFX Codec - Touch Input

Progressive Codec « Touch Control

MS-RDPRFX Clear Codec
* Image /Video Mode H264 Codec * Change display configuration

=m Microsoft DevDays /\Q[AE
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RDP {aikzsimBliRE4 R n%EEE]

MS-RDPEMT

e Build Secure Channel
e Network Auto-Detection

|v|s RDPBCGR/EDYC/EGT *  Exchange DVC data

Connection

Auto-Reconnection MS-RDPEDYC
Fast-Path .
Slow-Path .
Static virtual Channel .
Network Auto-Detection Connection

Health monitoring

Create and close DVC
Send compressed
Send uncompressed data

MS-RDPELE

* New License
* License Upgrade

=m Microsoft DevDays /\Q[AE
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RIS ERIE

« GitHub

. PRFEIST
o JRKHS
o MSIZaE

[ET

=& Microsoft

http://aka.ms/wpts, http://aka.ms/wptf

@ Watch | 75 # Star | GE % Fork | 5

Microsoft / WindowsProtocolTestSuites

nsights

=]
[T=]

<> Code ssues 8 Pull requests 1 Projects 0 Wik

Windows Protocel Test Suites provide interoperability testing against an implementation of the Windows open specifications.
A2 17 contributars

I 2 branches 6 releases

‘P 974 commits

Branch: staging = Find file Clone or dowmload ~

a HsuanyaTsai and VivianTian Merged PR 536: Support ShareRedirectErmorContext for SME2 BS3 4

WindowsProtocolTestSuites 3.18.3.0
Assemb :r'l'—f::' el nto3.183.0 & JiajunW released this on Feb 2
ComrnonScripts Align 5005 and RSVD Assets

InstallPrerequisites £ ADFamily-TestSuite-ServerEP.msi

hra — T BranchCache.msi
~lorar ADFamily il
% FileServer-TestSuite-ServerEP.msi
BranchCache = it o bebesi Mmoot hared
il INto hEsalf Suppori-hars 1 Kerberos-TestSuite-ServerEP.msi
FileServer
Protocol TestManaget Kerberos I MS-ADFSPIP-TestSuite-ClientEP.msi
- MS-ADFS N, . - | & MS-ADOD-TestSuite-ODEP.msi
esthuites g into hstsai/SupportShareR
MS- & MS-AZOD-TestSuite-ODEP.msi
Jgitattributes MS- (7 MS-SMB-TestSuite-ServerEP.ms
MS-SMEB
.aitignore = I MS-SMBD-TestSuite-ServerEP.msi
- MS-SMED
i . EF ProtocolTestManager.msi
CONTRIEUTING.md RDP ¥ comments
T RDP-TestSuite-ClientEP.msi
LICEMSE tut WindowsProtocollestSuites initial commit 5 RDP_TestSuite_ServereP.msi
README.md indate .md and TD for alionment 2018 [5] Source code (zip]

[ Source code (tar.gz)

1 VB
133 MB
344 MB
820 KB
748 KB
TIGKE
an B
157 MB

DevDays/\ '
TABIER



http://aka.ms/wpts
http://aka.ms/wptf

FiBEWindowsliE

V3.18.6.0
201846 H

BshT2016
F1H

- 2 ERIBEIRE, 14 X%
- GitHub http://aka.ms/wptf

- GitHub http://aka.ms/wpts

- 3FRETHERRT7E
- FHERRINESSIEBHERFIS

- GitHub issues

- Pull Request

=& Microsoft

V3.18.9.0
201879 H

JZZ] 78000+

RESIE

4
I

A =1

v3.20.1.0

2020418

(@ 70pen . 225 Closed Authar ~ Label ~ Projects ~ Milestones ~ Assignee «
@ Service prln(lpal name is wrﬂngl_,r determined by reverse DNS lookup
d 5 days a upu-infinidat
D Visual Studio should not be a requirement [Enhanzement
14 days ago by slupu-infinidat
:1 Add mlssmg deplo_,rment items for rdpegfx test suite RDP
(@ Unable to run SMBD test cases for version 3.20.1.0 [MS-SMBD:
#2; Apr 15 by vinitagribotri
o] [MS RDPEGFX] RDPEGFX_H264Codec_PositiveTest_AVC444v2 failure RDP B8
I [MSRDPEGFX]: add ExpectChanne\(‘\o;ed adapter method x RDP
#228 by far 5
(& [MS-RDPEGFX] 3.3. I4Bltmap Cache 0-based or 1-based indexing RDP
£227 by 5
(& [MS-RDPEGFX] invalid RDPGFX CAPVERSION_106 value
#226 by
11 [M5-RDPEGFX] fix invalid RDPGFX_CAPVERSION_106 value
#2325 by eb 26
Il Update logs blob and test modification result x
£224 by an Feb 21
B+ Add C control agent ~~ RDP [Snfiancement
#223 by liguric was merged on pproved
e Fixin an RDP python cuntro\ agenl roe [
£222 by liguric was merged on } Approvad
@ Building PTM and Testsuites on Linux | Linux |enhancement
#221 20 by ligurio
@ [MS-RDPRFX] invalid channelld for blockType WEBT_CONTEXT Ro? [E m
#220 by 21
B [MS RDPRFX] fix invalid channelld for blockType WBT_CONTEXT * RDP - 1

@ Test case failed on Windous SMB3 share flesens: [bug)
18 by harshi

Chacolatey |Jackages_ enhancement
5 3 by lig

#21

& Ptmcli.exe exits without an_; message |FIMELL
#216 by liguric was b3

(& RDP Client tests failed w

£215 by liguric

@ Is public void GetObjectFunctionality(out bool islmplemented) doing the right thing? FileSerer

4214 by zhercgeruo u

DevDays
AR AR

Sort -


http://aka.ms/wptf
http://aka.ms/wpts

iR IRALEE

f? Star

Author = Label -

& Watch = 90 314

?x? Fork

154

11 10pen

+ 5 Closed

Filters - abel:RDP © Labels 33
RDP |er

N m Clear current search query, filters, and sorts

Author = Label ~

ag 02

11 Add missing deployment items for rdpegfx test suite +/ RDP
2 era

2 0 A

B [MS-RDPRFX] fix invalid chann

y a eh

@ [MS-RDPEGFX] RDPEGFX_H264Codec_PositiveTest AVC444v2 failure ROP

map Cache 0-based or 1-based indexing RDP

ontrol agent ~ RDP [enhancement

urio was m

Fix in an RDP python control agent

222 by ligurio was merged

@ [MS-RDPRFX] invalid channelld for blockType WBT_CONTEXT o [l

#220 by z

(% RDP client tests failed with error "The credentials supplied to the package were not
recognized" ROP

+183 by liguric 019

(& Incorrect default value of VerifySUTDisplay.|QA AssessValueThreshold in RDP default settings
RDP enhancement

n Jun 14, 2018

(% Two similar documents about SUT Remote Control Protocol in a source repository

[ -

FreeRDP / FreeRDP

O wachr | 334

3 17 Full req

Fixed TS_INFO_PACKET #°-
skallabsth me

ommit into

beth

a hardening

Projects

Milestane

Notifications

Language identificr.

https://github.com/FreeRDP/FreeRDP/pull/5275

Open with

rdesktop / rdesktop

Fix endianness

& Conv

6 [ Pull request

sation 3 <

of options field in CHA

© Watch~ 64

NNEL_DEF

B ch 0 ged 1

JiajunW commente
@ rix e of options field HANDIEL o
JiajunW commentec
The options field should be little-endian
The example packet is recorded in MS-RDPBCGR section 4.1.3
03 00 00 60 -> TS_UD,
72 64 70 64 72 09 00 dpdr
00 00 80 80 -> CHANNEL_DEF::options = 0x80800000

oxsesesoee

000 | 0x00800000
_INT

4 72 08

00 00 20 cO -> CHANNEL DEF:

DARMER


https://github.com/FreeRDP/FreeRDP/pull/5275
https://github.com/rdesktop/rdesktop/pull/317

U sZaT i RE M A

. REIEHE B JHEP
A 1T Ry

2 LN
\v BRI 1 1 i i 6177 == SHi[E
~ 1A XE A 2. Bﬁéﬂ TﬂﬂE/ﬁUﬁﬁg{,ﬁF

orepsan SRR A
1
]

MesWire

QR ERIHE
5

v

3. EpsE kBl Windows BRI TR A
I,

Windows Server Windows Client

_ 4, 81 AT $i99E
Eﬁ HHE R _EHVRTRE
—
« 4 R
# ) V g 5 E $/%E%'
Test Suite (Synthetic Server) Partner’s Client IE -’%‘- 35—_51_
EHRES B=HEHR
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L R el ez

fih T A A

#1: If RDP server receives message A from RDP Client, RDP Server should respond with message B.
#2: If message A is invalid, Test Suite should return error message C.

A EEHI#1:

B E EEfBIl#2:

1. Establish connection;

2. TestSuite.Receive(/nvalid msgA);

3. Expect RDP Client to send msgC, and
 Assert (msgC.Status == ERROR)

4. TestSuite.Send(Error msgC)

1. Establish connection;

2. TestSuite.Receive(valid msgA);

3. Expect client to send msgA, and
 Assert (msgA.Field1l == valid1)
 Assert (msgA.Field2 == valid2)
 Assert (msgB.FieldN == validN)

4. TestSuite.Send(valid msgB);

=& Microsoft

DevDays /\Smg
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Al EMRIERS

2Nl

frit
o

HAEAE

Protocol
Adapter

Protocol SDK

SUT Control

Adapter

Dl SUTHIIREE DU B RISy |

~ g o
B EASHIHEEE:

L BB B

|

TEF4EH  Feld,
Message > 4@t >
i

|

== Microsoft

System Under
Test (SUT)

17

mEEIR

A
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77 & RIEE AE 22 Protocol Test Framework (PTF)

HTVisual Studio Unit TestfEZR N -
S5} B feature AREL | ARES

SRRl ET Protocol Test Framework
GitHub{CiER R :

http://aka.ms/wptf

Visual Studio Unit Test

= Microsoft DevDays/\S[_ 5o
BAHHER


http://aka.ms/wptf

%Eiﬂ“%ﬁgﬂ% http://aka.ms/wpts

B HE B TREE Protocol Test Manager(PTM)

. E‘A)\T*‘B%r__l’—
- BEIEEE SR NEC R E%ﬂu
?E%_ﬁit THYBIE A5

. BRSBTS

. BEFIETRE @
"JfETTV Lﬁxz 53 ]ggm

« 7% nlj/v\ﬁ'&'f_ﬁﬂ ﬁwj
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http://aka.ms/wpts

<Adapters>
<Adapter xsi:type="powershell” name="ISutProtocolControladapter™ scriptdir=".\"/>

FESH I

° et e
1T <TestlLog defaultprofile="Verbose">»

<Sinks>
<File id="XMLLog" directory=".\TestLog" file="FileServer_Log.xml" format="wml"/>

Y XXX ) d e p | Oym e nt pthO n'ﬂ g <F?le :i.d=::D?bug'l' dir‘ecltv'_:,lf='.' SA\TestLlog” 'Fi15="Fil\fSer\.*er‘_DEBUL?.'tx't'.' 'Foll*mat=l"text",">

<5ink id="PipeSink" type="Microsoft.Protocols.TestTools.Logging.PipeSink™/ >

s REPHEIERAARE G S, flP
Hihk, F P, BG-- e s

<Rule kind="TestStep” sink="Etw" delete="false"/:
. ¢Rule kind="Checkpoint" sink="Etw" delete="false"/>
L XXX pthO nflg <Rule kind="CheckSucceeded” =ink="Etw" delete="false"/>
‘ ¢{Rule kind="CheckFailed" sink="Etw" delete="false"/>

:fi: <Rule kind="CheckInconclusive™ sink="Etw" delete="fal=e"/>
L j:zE/f/ N /ﬂ”nﬁg{tF E/j ﬁ )EH{D Y T&Jﬁ[{ ,fé}zﬁ E/j <Rule k.l:.ncl="Cornm?nt" s':_"«:="'E't'.u"' delete="false"/>

<Rule kind="Warning" sink="Etw" delete="false"/>

AdapterfVFEAY loggingVEEAY - - (ule kind="Debug” sink-Tend delecertolse))

S8 f»

<Rule kind="TestInconclusive™ =sink="Etw" delete="false"/>
<Rule kind="TestPassed"” sink="Etw" delete="false"/>

¢!-- Show for CommandlineConsole -->

<Rule kind="TestStep” sink="CommandLineConsole" delete="false"/>

<Rule kind="Checkpoint” sink="CommandlLineConsole" delete="false"/>

<Rule kind="CheckSucceeded" =ink="CommandLineCcnsole"™ delete="false"/>
¢Rule kind="CheckFailed" sink="CommandLineConsole" delete="false"/>

<Rule kind="CheckInconclusive" sink="CommandLineCon=zole" delete="false"/>
<Rule kind="Comment™ sink="CommandLineConsole™ delete="false"/>

<Rule kind="Warning" sink="CommandLineConsole™ delete="false"/»

=m Microsoft DevDays /\ Aé
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FESE

SUT Control Adapter

: FH2E#ISUT (System Under Test)AViRRE

=  PowerShell

: T Tl n . n N L n A L n BT nyn
MarTer Wi N T — R i Fioafye— L' ~— .—\-l ..1-\- o CrFIF :I F— L i
<Adapter xsitype="powershell" name="l5utControlAdapter” scriptdir="\"/>

= |nteractive

[TE Tl + I\ &L n g
name="|5utControlAdapter”/>

racive

m

) n i ne L
<Adapter xsitype="int

=  Managed Adapter:
<Adapter xsitype="managed"’ name="ISutControlAdapter” adap
* RDP Client ,,EIJ“JQE#ES'Z%C# C, Python JavaE’],,ﬁlJ;,‘fQﬂ%TI%J #% ( SUT Control Agent)
o JEEERGitHub

_.-_ [ ";-.-n-n'—-“.--;--u--; _---'_ - o ‘_.I.._H_.Lr' "F-"'-’"'f-" '_.I.L_H_.Lr'l -| .....
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https://github.com/microsoft/WindowsProtocolTestSuites/commit/d0965fa0765b2f85591cf184216715382d065c4c

HithER ARG ESRIZHEIEE SUT Control Agent
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https://github.com/Microsoft/WindowsProtocolTestSuites/blob/staging/TestSuites/RDP/docs/SUT_Remote_Control_Protocol_RDP_Extension.pdf
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« FHEASFE: http://aka.ms/techspecs

I TS fE S FF, Az dochelp@microsoft.com

- A EHGitHubFE: http://aka.ms/wpts, http://aka.ms/wptf
- BUERERE, BRMCHBFIET

« FIILARSIEE: https://aka.ms/ods
s SZEN BB GItHUbBEIR: https://aka.ms/ODCap

° :,HAH‘ ;&E—,j-ﬁ,ﬁ,u https://social.msdn.microsoft.com/forums/en-

us/home?forum=0s_windowsprotocols
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