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What is a Windows Protocol Test Suite

A Package of Windows Protocol Test Cases Originally developed
for in-house testing

of Microsoft Open
Specifications

Evaluates whether a protocol implementation

meets certain interoperability requirements.

To test 3rd-party
implementations

* Do not cover every protocol requirement, and do not certify an implementation

To test/verify
Windows behavior

Be a useful
indication of
interoperability

B Microsoft




Why We Develop Protocol Test suites

AR R G

Ensure quality of Microsoft
Open Specifications

1. Accuracy
2. Usability

v/

Help to identify protocol
implementation issues
1. Simplify debugging

2. Test mainstream scenarios

w

Provide test suite source code

as useful reference

Microsoft



Windows Protocol Test Suites

Type Test Suite Name Protocols
Test Suite Family FileServer MS-SMB2, MS-FSRVP. MS-SWN, MS-DFSC, MS-RSVD, MS-SQOS,
MS-FSA, MS-HVRS
Kerberos MS-KILE, MS-KKDCP, MS-PAC

RDP (Client & Server) RDP Client Test Suite: MS-RDPBCGR, MS-RDPEDISP, MS-RDPEDYC,
MS-RDPEGFX, MS-RDPEGT, MS-RDPEI, MS-RDPEMT, MS-RDPEUDP,
MS-RDPEUSB, MS-RDPEVOR, MS-RDPRFX

RDP Server Test Suite: MS-RDPBCGR, MS-RDPEMT, MS-RDPEDYC

BranchCache MS-PCCRC, MS-PCCRR, MS-PCCRTP, MS-PCHC, MS-CCROD
ADFamily MS-ADTS-LDAP, MS-ADTS-PublishDC, MS-ADTS-Schema, MS-

ADTS-Security, MS-APDS, MS-DRSR, MS-FRS2, MS-LSAD, MS-LSAT,
MS-NRPC, MS-SAMR

OD Testing MS-ADOD MS-ADOD
MS-AZOD MS-AZOD

Test suite MS-ADESPIP MS-ADFSPIP
MS-SMB MS-SMB

MS-SMBD MS-SMBD



https://github.com/Microsoft/WindowsProtocolTestSuites/tree/master/TestSuites/FileServer
https://github.com/Microsoft/WindowsProtocolTestSuites/tree/master/TestSuites/Kerberos
https://github.com/Microsoft/WindowsProtocolTestSuites/tree/master/TestSuites/RDP
https://github.com/Microsoft/WindowsProtocolTestSuites/tree/master/TestSuites/BranchCache
https://github.com/Microsoft/WindowsProtocolTestSuites/tree/master/TestSuites/ADFamily
https://github.com/Microsoft/WindowsProtocolTestSuites/tree/master/TestSuites/MS-ADOD
https://github.com/Microsoft/WindowsProtocolTestSuites/tree/master/TestSuites/MS-AZOD
https://github.com/Microsoft/WindowsProtocolTestSuites/tree/master/TestSuites/MS-ADFSPIP
https://github.com/Microsoft/WindowsProtocolTestSuites/tree/master/TestSuites/MS-SMB
https://github.com/Microsoft/WindowsProtocolTestSuites/tree/master/TestSuites/MS-SMBD

Windows Protocol Test Suites

Test Suite
3.18.3.0
Mar 2018

Test Suite
1.0.5000.0
June 2016

Test Suite
3.19.1.0
Jan 2018

Test Suite
3.18.9.0
Sep 2018

Test Suite
3.18.6.0
Jun 2018

Test Suite
3.19.3.0
Mar 2019

PTF
1.0.5000.0

May 2016

Kickoff
Jan 2016

| New release before every event >

10 releases since 2016
Total download number increased by 111% last year

GitHub Total Download Number

- 48/48 issues closed o 4781
4468 4670
- 5 pull requests from external partners o0 4003 43 =
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RDP Test Suites Overview
Test Methodology

*RDP Client Test Suite As an Example

1. Open Specification defines messages,
sequence, behavior

2. Develop protocol test suite (synthetic
E server) according to Open Specification
>

3. Run against Windows to verify Open
Specification

4. Run against partner’s Client
Implementation to help identify & debug
Issues

= =

Windows
Server

5. Interop between partner’s Client and
Windows Server

Test Suite Partner’s Client

a2 Microsoft



RDP Test Suites Overview
Test Suite Architecture

*RDP Client Test Suite As an Example

System Under RDP Synthetic Server
Test (SUT) (Test Suite)

Define messages structures
Define message sequences

Bwon o

Send/receive messages
Control SUT status

3. Managed
4. Shell

| &

TCP/UDP TCP/UDP

B Microsoft




RDP Client Test Suite Family Scope

11 RDP protocols

« System Under Testing (SUT) is RDP client implementation: mstsc.exe, FreeRDP, thin Client ...

e 400+ test cases

« Test Code: RemoteFX codec, Clear Codec, Progressive Codec

« Tool: H264 Codec Tool

MS-RDPBCGR/EDYC/EGT
Connection
Reactivation
Auto-Reconnection
Server Redirection
Basic Client Input
Fast-Path/Slow-Path

Static virtual Channel
Network Auto-Detection
Connection health monitoring

MS-RDPRFX
» RFX Codec(RLGR1/RLGR3)
* Image / Video Mode

MS-RDPEUSB
USB Device Channel Setup
/O

MS-RDPEGFX
Surface & Cache

RemoteFX Codec
Progressive Codec
Clear Codec

RDP8.0 Compression
H264 Codec

MS-RDPEUDP

» Reliable/Lossy Connection
* Retransmit

« (Congestion Control

MS-RDPEI
* Touch Input
 Touch Control

MS-RDPEMT
* Build Secure Channel

 Network Auto-Detection
« Exchange DVC data




RDP Client

System Under Test

Name RDP-Client
IP Add 192.168.0.1
Subnet Mask 255.255.255.0

N\

~

System Under Test (SUT)

est Suite Environment

Machine role Software/service

RDP Client Implementation

Network Switch

Driver Computer

RDP-Server
192.168.0.2
Subnet Mask 255.255.255.0

Name

.

— IP Add

SRS
RDP Client Test Suite

/

Driver Computer
(Synthetic RDP Server)

Visual Studio 2017 Community
Protocol Test Framework

Spec Explorer

RDP Client Test Suite

Protocol Test Manager

Common Testing Steps:

1. Access Driver Computer through RDP(4488)
2. Access SUT through RDP(3389)
3. Use Protocol Test Manger to run tests

B Microsoft




RDP Server Test Suite Family Scope

« MS-RDPBCGR, MS-RDPEDYC, MS-RDPEMT

 System Under Testing (SUT): RDP Server Implementation
« 23 Test Cases

MS-RDPBCGR/EDYC/EGT MS-RDPEMT

MultiTransport connection initiation sequences

Connection
Auto-Reconnection
Fast-Path

Slow-Path

Static virtual Channel
Network Auto-Detection
Connection

Health monitoring

B Microsoft




RDP Server lest Suite Environment
e \
System Under Test

System Under Test = RDP Server Implementation
(SUT)

Name RDP-Server
IP Add 192.168.0.1
Subnet Mask 255.255.255.0

Driver Computer * Visual Studio 2017 Community

(Synthetic RDP Client) * Protocol Test Framework
* Spec Explorer

j « RDP Server Test Suite
™~ Common Testing Steps:

- .
2 Driver Computer 1. Access Driver Computer and SUT thru RDP(3389)
2l
— 2. Use Protocol Test Manger to run tests

— Name RDP-Client

LN IP Add 192.168.0.2
Subnet Mask 255.255.255.0
RDP Server Test Suite

/

B Microsoft




ow to Run Test Suite

. . B orotocol Test v
Config Test Suite \ U
Run Test Suite * .S
Protocol Test Manager  Visual Studio Batch File

ob i

trx File .html File .txt File




Updates to RDP Test Suites




RDP Test Suites Updates

Windows Protocol Test Suites v3.19.3.0 Release
https://github.com/Microsoft/WindowsProtocolTestSuites/releases/tag/3.19.3.0

Align with RDP protocol documents v20180912:

ProtoSDK Support RDP version 10.6
» Capability
 PDUs
RDP Client Test Suite Newly support 2 test scenarios:

» RDSTLS Authentication Request PDU with Auto-Reconnect Cookie
 RDPGFX_MAP_SURFACE_TO_SCALED_OUTPUT_PDU

RDP Server Test Suite Newly support 2 protocols:
« MS-RDPEDYC
* MS-RDPEMT
Protocol Test Manager » Improve the auto-detection experience for RDP plugin

» Support new protocols and tests

RDP SUT Control Agent » Add tutorial and example for Java version
» Add more environment-specific configurations


https://github.com/Microsoft/WindowsProtocolTestSuites/releases/tag/3.19.3.0

Updates to RDP Client Test Suite

[MS-RDPBCGR]: RDSTLS authentication auto-reconnect scenario

Test whether SUT can handle auto-reconnect
through RDSTLS authentication according to
[IMS-RDPBCGR]:

o 22173 RDSTLS Authentication Request PDU with
Auto-Reconnect Cookie

« 5453 RDSTLS Security
« 55 Automatic Reconnection

2.2.173 RDSTLS Authentication Request PDU with Auto-Reconnect Cookie

The RDSTLS Authentication Request PDU is sent by the client to the server and is used to request user
authentication using an auto-reconnect cookie that was generated as specified in section 5.5.

1 2 E
0/1|2|3(4|5/6(7|8(9|0|12|3|(4|5|6|7|8|9|0|1(2|3|/4|5|6|7|8|9|0]|1

Version PduType

AutoReconnectCookiel.ength.

AutoReconnectCookie (variable)




Updates to RDP Client Test Suite

[IMS-RDPBCGR]: RDSTLS authentication auto-reconnect scenario

Test Driver SUT

Complete RDP connection using
RDSTLS authentication

A
v

Trigger a temporary network

failure using SUT control adapter SUT detect the

network fail
and reconnect

v

X.224 Connection
Request/Confirm

A
v

RDSTLS Capabilities PDU

v

Test driver will check if SUT
set corresponding fields in
PDU correctly according to
protocol document

RDSTLS Authentication Request
PDU with Auto-Reconnect Cookie

A

RDSTLS Authentication Response PDU

v

Complete RDP connection

A
v




Updates to RDP Client Test Suite
MS-RDPEGFX: Scaled Output Scenario

e Su ppOI’t by RDP 10.6 2.2.2.22 RDPGFX_MAP_SURFACE_TO_SCALED_OUTPUT_PDU

 Extend the RDPGFX_MAP_SURFACE_TO_OUTPUT_PDU Inetruct the clent £6 map 2 surface £ 5 rectangular ares of the Graphics Output Buffer (secton
W|th the Capablllty tO SpeC|fy tal’get W|dth aﬂd he|ght 3.3.1.7) ADM element, including a target width and height to which the surface MUST be scaled.

° TestwhetherSUTcanprocessthe 0123456?593123456?893123456?5931

RDPGFX_MAP_SURFACE_TO_SCALED_OUTPUT_PDU and header
map the scaled surface to ouput




Updates to RDP Client Test Suite
MS-RDPEGFX: Scaled Output Scenario

Test Driver

SUT

Test driver will check if SUT
displayed a green
rectangle at specified
location by capturing the
screen and comparing

Complete RDP connection and
RDPEGFX capabilities exchange

A

Create a surface which is solid filled by green:
RDPGFX_CREATE_SURFACE_PDU,
RDPGFX_SOLIDFILL_PDU

v

RDPGFX_FRAME_ACKNOWLEDGE_PDU

A

Map the scaled surface to target rectangular region:
RDPGFX_MAP_SURFACE_TO_SCALED_OUTPUT_PDU

RDPGFX_FRAME_ACKNOWLEDGE_PDU

A

Close RDP connection

A
v




Updates to RDP Server Test Suite

Newly support 2 protocols:
- [MS-RDPEDYC]
- [IMS-RDPEMT]

[IMS-RDPEDY(] » Dynamic virtual channel initialization e S1 EDYC_CreateAndCloseChannel
 Data sending * S1_EDYC_SendUncompressedData
« Compression » S1_EDYC_SendCompressedDataSequence
[IMS-RDPEMT] » Multi-transport connection initiation « S1_MultitransportConnectionlnitiation_PositiveTest
* Negative input » S1_MultitransportConnectionlnitiation_NegativeTest_Inva
lidRequestID
» S1_MultitransportConnectionlnitiation_NegativeTest_Inva
lidSecurityCookie

» S1_MultitransportConnectionlnitiation_NegativeTest_Inva
lidRequestIDANndSecurityCookie



RDP Tools




RDP Tools

wo RDP tools are open-sourced under path

| 5 .4 | Administrator: Microsoft Message Analyzer

l:l Home Charts

estSuites/RDP/Tools

N

Ready

<
Session Total: 3833

Available: 260

Viewpoint: Default

b j _ Configuration |YF\|ber‘ TLS or Protocol_Test_Suite W Remave ~ ]7 [y Viewpoints + % i m =‘.§,
= & [Z S
%ShiftT\me - l?é,l:md “ Library = } l Default Viewpoint S }\\
Restart New St Mod Apply . Quick . X Tool Color Choose  View
Viewer ~ =t Wode Filter “History *  Fier~ | dflHide perations Windows ~ | Rules ~ Columns Layout ~
B h: i Session Explorer tracel : Analysis..  [JUIEEREHEU]
ranch: staging ¥
Ll L_itra(e] (10860) [ (0 x
Analysis Grid (190} i MessageNumber  Timestamp Source Destination Madule Summary
WindowsProtocolTestSuites / TestSuites / RDP / Tools / el B F0 s e o focorie: (omticeon b :
& 1415 2814-83-11T11 2.8398714 Client RDPBCGR Client Fast-Path Input Ewent PDU
a 1439 2914-83-11T11: 82.127537@ Protocol_Test_Suite [Comment] Sending Server Save Sezsion Info PDU to SUT to notify
& 1437 2814-83-11T11 2.1527455 server Client RDPBCGR Server Save Session Info PDU
> & 1438 2014-83-11711:10:82.152947@  10.94,89.30 10.94.30.@ TLS Records: [Application Data)
ﬂ yazeng Merged PR 938: Update version of reference to make the tool wt & 120 2014-03-11T11:10:62.1530309 i Records: [Application Data]
& 1441 2014-83-11T11:10:82.2001191  10.94.89.2 10.94.89.39 TLS Records: [Application Data)
& 1442 2214-83-11T11: 2882993 TLS Records: [Application Data)
& 1443 2814-83-11T11 2.2003810 Client RDPBCGR Client Fast-Path Input Ewent PDU =
a 1452 2014-83-11T11:19:82.2542345 Protocol_Test_Suite [Comment] Sending Server Save Session Info PDU to SUT with Auto-—
h & 1455 2014-83-11T11 21836 Server Client RDPBLGR Server Save Session Info PDU
& 1456 2014-83-11T11: 2602933 12.94.89.30 10.94.80.0 TLS Records: [Application Data)
. & 1458 2914-93-11T11: .26@3258 TLS Records: [Application Datal
i RDPTOO|Set Merg ed PR 938 U pdate version Of | B 1474 2014-83-11T11:10:02. 3614895 Protocol Test Suite  [Comment] Triggering SUT to start a Auto-Reconnect.
& 1498 2914-83-11T11:19:92.6030747 Protocel_Test_Suite [Comment] RDP 5UT Control Protocol Adapter: CommandId is 3: Succ
a 1582 2914-83-11T11:19:82. 6081185 Protocol_Test_Suite [Comment] Expecting the transport layer connection reguest.
M M & 2589 2914-23-11T11 3.4218937 Client r RDPBCGR Client X.224 Connection Reguest PDU, Requeste ocols: Prot
i SuperLOngeWer SmeIt the RDP tOO|S to VSO & 2598 2014-23-11T11 13.4220057 Server Client RDPBCGR r X.224 Connection Confirm PDU, SelectedProtocol: Protocold
& 2593 2014-93-11711:10:13.4520624  10.94.80.2 10.94.89.30 TLS Records: [Handshake] v
¢ n »
Details # Message Data ®
I Name Value Type 69 @1 02 83 84 85 96 67 63 09 A 8B 6C 2D eE oF
500 0l ArrapVelue'l 000160 |84 1 el ed el CAB @0 n;:u 6[3 AEI GnE 2(3 81 8C ec o9 -
[e1 TSUDSCCore{He.. RDPBCGR.TSUDSCCore _|| poe170 @4 @0 05 04 65 0@ 82 80 @3 GC 10 00 E6 03 64
Header T5UDHeader{Ty.. RDPBCGR.TSUDH=ader = i .. &
Version TaghnonyEnumF... TSUDSCCoreVersion =
ClientReguestedProtocols ProtocolRdp|P. Enum v Byte Count: 40 Message Offset: 364 Pratocal Offset:0

> _ (IE=REEEN “UField Data

RBFPEDHRE Taoer




RDP Codec Toolset

Graphic output verification
sendby
H M 010138 RDP protocols

010110} ecode
110011 L |110011] LECOUE .
0001 # 301000 In most cases, codec issues

cannot be observed on the
wire
De'coy Displayl

S SUT Control Shot *Look Similar, lossy codec

\/ Adapter > Image quality
2k assessment(IQA)
=

algorithm: MS-SSIM

How

e

*Exactly the same, clear codec

AT

Test Suite

B Microsoft




RDP Codec Toolset

An ASP NET web project which could

> Visualize the encode/decode process of different codec

» ClearCodec
= RemoteFX

»Compare the similarity of two image using different algorithm
» [MS-SSIM]
= MSE
* PSNR



Super Log Viewer

A set of Message Analyzer parsers and color rulesets
»Analyze and highlight logs from RDP test suites
»Show the payload after decryption/decompression

Reference:
https://qgithub.com/Microsoft/WindowsProtocolTestSuites/blob/staging/TestSuites/RDP/Client/
docs/RDP_ClientUserGuide.md#using-super-log-viewer



https://github.com/Microsoft/WindowsProtocolTestSuites/blob/staging/TestSuites/RDP/Client/docs/RDP_ClientUserGuide.md#using-super-log-viewer

Demo

1. Run RDP Test Suites with PTM

2. Super Log Viewer

3. Protocol-Based SUT Control Agent
4. RDP Codec Toolset
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Network Topology
&

On Premise

SUT (Linux) SUT (Linux) SUT (Linux)

SUT (Windows) SUT (Windows)

_

10.10.0.0/22

Site-to-site VPN .

255.255.252.0 10.10.0.1 10.10.0.1

A

Azure

SUT (Windows) Driver (Windows)

SUT (Windows) Driver (Windows)




o
‘fq}‘ Protocol Test Suite
- Open Source Community Meetup

O
Test Suite o
m
- RDP Test Suites & Linux integration b
] u

- GitHub & Open Source

- RDP Tools THED i
WORKSHOP
I

Ime: 2:00 - 3:00 PM
Mar 27%, Wednesday
_ocation: Rehearsal Room 1367
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Reference: resources

- Windows protocol Test Suite Open Source

- https://qithub.com/Microsoft/WindowsProtocolTestSuites

- Protocol Test Framework Open Source

- https://qithub.com/Microsoft/protocoltestframework

- PTM and Plugin Open Source

- https://qithub.com/Microsoft/WindowsProtocolTestSuites/tree/4bdee2811d6e7e1d90b329d88ff2fc7646301cfd/ProtocolTestManager

- Windows Protocol documents for the RTM release on MSDN

-+ https://msdn.microsoft.com/en-us/library/cc216517.aspx



https://github.com/Microsoft/WindowsProtocolTestSuites
https://github.com/Microsoft/protocoltestframework
https://github.com/Microsoft/WindowsProtocolTestSuites/tree/4bdee2811d6e7e1d90b329d88ff2fc7646301cfd/ProtocolTestManager
https://msdn.microsoft.com/en-us/library/cc216517.aspx

