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Microsoft Graph: the API for M365

=. Graph Explorer - Microsoft Grap: X +

<« Cc O & https://developer.microsoft.com/en-us/graph/graph-explorer#

8" Microsoft | Microsoft Graph solutions.

Graph Explorer

Q) Authentication

You are currently using a sample account.
To access your own data:

B~ Sign in with Microsoft

57 Sample Queries

Getting Started
GET my profile
GET my photo
GET my mail
GET all the items in my drive
GET items trending around me

GET my manager

Outlook Mail

GET my high important mail

Graph Explorer More. My Apps All Microsoft «

€]3) vl.0

Request Body

https://graph.microsoft.com/v1.0/me/

Response Preview

o {

Request Headers

Response Headers

0

# Run Query

"@odata.context": "https://graph.microsoft.com/v1.0/$metadata#users/$entity”,
"id": "48d31887-5fad-4d73-a9f5-3c356e68a@38",
"businessPhones": [

"+1 412 555 @1e9"

1

"displayName"

"givenName":

: "Megan Bowen",
"Megan",

"jobTitle": "Auditor”,
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Gateway to your data in the Microsoft cloud

Your app

Gateway

Your or your
customer’s
data

A = (=] ©
Web Apps Device & Native Bots Background
Apps processes
v v v v
Microsoft Graph
Office 365 Windows 10 Enterprise Mobility + Security
I_ R—I : ‘ j
L
Microsoft Rich Deep Real-time
identity content insights updates




Problem

Microsoft Graph has tons of data...
but how do we add intelligence?
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Built-in insights

-+ 0365

- People
- Insights

- Enterprise Mobility + Security
- Security API

- Windows
- Spatial Analytics
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Harnessing the power
of the Intelligent
Security Graph



The digital estate

Smart cities
. >® Sensors
Vehicles

’ systems @Q Partners
Equipment / ‘

Mobile j % On-premises
SUPPW devices
Manufacturers chains




150+ security controls
500+ vendors



challenges + opportunities

integrating with customers’ existing connecting customers’ security
security tools and workflows technologies to streamline operations
and improve threat defense



Security intelligence powered by trillions of signals

Office 365 Advanced Azure Security Center
Threat Protection

930M

threats
detected on
devices every
month

400B

emails
analyzed

1.2B

devices scanned
each month

4 5 O B Azure Information

Protection

security alerts

monthly | from an
authentications /=~ ecosystem Of
connected

. . solutions
Enterprise security

for 90% of

Fortune 500

Azure Active

Windows Defender Advanced Directory ‘
Threat Protection

Security
Partners



Now accessible through Microsoft Graph

Gateway to your data in the Microsoft cloud

Office 365 Advanced

Threat Protection

o

400B

emails
analyzed

Enterprise
security for

90% of

Fortune 500

1.2B

devices scanned
each month

Windows Defender
Advanced Threat Protection

Azure Security Center

930M

threats
detected on
devices every
month

450B Azure Information

monthly Protection Secfur\ty alerts \.
L e, rom an
authentications /et eeeennn..LLl L.
ecosystem of
connected

solutions

Azure Active
Directory Security Partners



Security applications SIEM + log analytics

AnomaLl DEMISTD  SPlunk= @ sumologic

Your custom app

(=

= Radar

Common Libraries, Authentication, and Authorization

! ! ! !

Other Security Entities*

Microsoft Alerts Secure Score (R —_— Other Graph Services
. Y (Azure AD, 0365, SharePoint,
Graph c . : Intune ...)
v v v i
Graph Security API
Federates Queries, Aggregates Results, Applies Common Schema v
Windows Azure AD Cloud .
Defender Office 365 ATP Azure ATP |dentity Application Azure Security Qfgtreec't?;‘; Intune
. ATP Protection Security Center
Security
Providers
B palo i<l illumi S Lookout v
Jis Pat0cLio 1% llumio ookou CONTRAST Symantec

SECURITY




Microsoft Intelligent Security Association

Collaboration
strengthens protection

Teaming up with our security 9
partners to build an ecosystem of /l \

intelligent security solutions that 9
better defend against a world of |
increased threats

@ZSCBJ'E{ ANOMALI DIGITALGUARDIAN [ FoRCEPOINT Zlften SSAVIYNT Check Point o7

IONIC @ ®SaqilPoint IMPERVA 24 0mada "II' < Lookout ‘ ‘
Identity.

SentinelCngs Barracuda

THREATCONNECT



Microsoft Graph Security API

Unified access to security insights and actions across Microsoft products, services, and partners

(4

Streamline alert correlation Unlock context to inform Simplify orchestration and
and management security operations automation




@% Secure Score

Understand your Microsoft security position and
get guidance on how to improve it

Visibility into Office 365, EMS, and
Windows 10 security posture

Learn what security features are available
to reduce risk while helping you balance
productivity and security

View 90 days of historical data on controls
used and score




@ Risky users

Leverage all the sophistication of Microsoft's
security platform to identify risky users

Use filtered queries to get all risky users or
just users with a high level of risk; augment
filters with other context

Subscribe to notifications for all new or
updated risky users matching your criteria

Take action on risky users by using the full
context of Microsoft Graph — enforce
policies, disable devices, etc




Demo

Graph Security API

Secure Score

431/ 657

Select alerts to view

Top X Severity

1 ~ All ~
Status

Al v

User Account

Active alerts

= High 21

formational 2

Category

All

Provider

All

Host Name

Users at risk

Start DateTime

End DateTime

2 01
2 20
2 10
2 0lo0
[ ]
[ ]

C# SDK Query: “await graphClient. Security Alerts["D1682923-2134-4F94-9FF1-B40761EA3E 1D"] Reque

st().GetAsync()

REST Query: graph.microsoft.com/v1.0/security/alerts/D168
Matching alerts
Title Severity Status
Sign-in from an unfamiliar location Low InProgress
otection anomalous data Low NewAlert

Suspicious Powershell Activity Detecled

Mass share

attack EXPLOITED in QA

User Authent n Failed

istie's iPhone is not

Phish alert

Medium  InProgress

Medium  NewAlert

High NewAlert

Medium  NewAlert

High NewAlert

Medium  NewAlert

Medium

NewAlert

4-4F94-OF F1-

Created DateTime

09/20/2018 10:03 AM

09/20/2018 11:10 AM

09/20/2018 09:06 AM

09/21/2018 02:33 PM

09/13/2018 08:13 AM

09/11/2018 02:06 AM

09/20/2018 10:07 PM

09/19/2018 08:34 PM

09/20/2018 08:42 AM

Provider
Azure AD Identity Protection

Azure Information Protection

Azure Security Center
Cloud Application Security
Contrast Security

lllumio PCE

llumio VEN

Intune

Office 365

Ale

Hosts at risk

Ad-Domain-Contrc I3]0 oo PAI
-Pattif lz]o0 o1 Azu
erver-Exchange | 2 ] 0 0] 0
6 111 1 0
t details User & Hosts Manage alert Subscriptions
Title Created

0/2018 9:06:55 AM

Suspicious Powershell Activity
Detected

Description

Analysis of host data detected a powershell script running on LAP-DOUG
that has features in common with known suspicious scripts. This script co
either be legitimate activity, or an indication of a compromised host.

Recommended actions

There are no items

Comments

There are no comments

» Source Materials

» User accounts

? Hosts

» Network connections

¥ Processes



Technical resources

Documentation

Review the documentation
https://aka.ms/graphsecuritydocs

Learn how to stream alerts to your SIEM
https://aka.ms/graphsecuritySIEM

Read the white paper:
https://aka.ms/graphsecuritywhitepaper

Code

Code samples:
https://aka.ms/graphsecurityapicode

Download SDKs
https://aka.ms/graphsecuritysdk

Explore in Microsoft Graph
https://developer.microsoft.com/en-

us/graph/graph-explorer

Communities

Join the Tech Community
https://aka.ms/graphsecuritycommunity

Follow the discussion on Stack Overflow
https://stackoverflow.com/questions/tagged
/microsoft-graph-security



https://aka.ms/graphsecuritydocs
https://aka.ms/graphsecuritySIEM
https://aka.ms/graphsecuritywhitepaper
https://aka.ms/graphsecurityapicode
https://aka.ms/graphsecuritysdk
https://developer.microsoft.com/en-us/graph/graph-explorer
https://aka.ms/graphsecuritycommunity
https://stackoverflow.com/questions/tagged/microsoft-graph-security
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Getting started with
Microsoft Intelligence
Platform



What are customers trying to do?

Top sales performer behavior
Opportunity health analysis

Connect me to an expert

Detect fraud communication pattern
Drive change programs to adopt M365

Automate knowledge base creation

<

<

Engage
customers

Optimize
operations

Digital

Transformation

Transform
products

Empower
employees

Organization data management
Automate legal case billing

Build product Q&A and FAQs

Customized employee training
Identify skills gaps in your org

Effectiveness of D&I training



Analytics & Insights on Organizational Data

Data access @ scale Data Privacy Data Governance & Security

is expensive, requiring complicated ETL is difficult given limited administrative is reinvented by each application, with no
engineering pipelines controls and inflexible consent model common patterns for developers




Microsoft Graph data connect

Secure data platform enabling Analytics and Insights for Microsoft 365

|

§ 3

Data access @ scale Data Privacy Data Governance & Security

Dataset based access rather than real time Row and column level scoping with Data controller has visibility over data
API based access advanced filtering capability throughout its entire lifecycle
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PowerApps for citizen
developers



Empowering Citizen Developers

Microsoft Graph ® Business Application Platform

Dynamics 365 Office 365 Standalone Apps

Common Data Service 8
for Apps

(o2

PowerApps

Ll

Power Bl

Common Data Service
for Analytics

Microsoft Flow m_/"I |

o

Data
connectors

Microsoft Graph



Demo

PowerApps

PowerApps

Home

1 -
Learn a= —
n
B Apps A
+ Create
B Data 7 Meeting Capture Onboarding Tasks Help Desk
& Canvas app & Canvas apy & Canvas app
o®  Business logic
N  Solutions [ seviceoex  +] m,m » LEAVE
11 1 3 RO
C
i €
Make this app ==, ue
ar €
-

Site Inspection Service Desk Leave Reqt



First look: OpenAPI 3.0 (fka Swagger)

Most common API description
format

/me Getme

Parameters
M HmL:e /)
escribes “first level” of Grap
$select
Select properties to be returned
array
[string] N
query) Available values : id, deletedDateTime, accountEnabled, assignedLicenses, assignedPlans, businessPhones, city, companyNe
displayName, employeeld, givenName, imAddresses, jobTitle, mail, mailNickname, mobilePhone, onPremisesimmutableld,
onPremisesProvisioningErrors, onPremisesSecurityldentifier, onPremisesSyncEnabled, onPremisesDomainName, onPremis
° onPremisesUserPrincipalName, passwordPolicies, passwordProfile, officeLocation, postalCode, preferredDatalLocation, pre
proxyAddresses, refreshTokensValidFromDateTime, showInAddressList, state, streetAddress, surname, usagelocation, user
aboutMe, birthday, hireDate, interests, mySite, pastProjects, preferredName, responsibilities, schools, skills, identityUserRis
EE; . (:)
Responses
Code Description
Available by JU|y for all Grapl I oo W—
Controls Accept header.

Example Value Mode|

versions (~/api-docs)

nid": "string",
"deletedDateTime": "28138-85-83T15:49:29.807Z",

NarsnumeCnahladle sena

https://github.com/microsoftgraph/microsoft-graph-openapi



https://github.com/microsoftgraph/microsoft-graph-openapi
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Microsoft Graph promise

https.//graph.microsoft.com

ALL ALL ONE

Your data across Microsoft 365 Types of users Way to access it
Office 365 Corporate (@fabrikam.com) One endpoint
Windows 10 Consumer (@outlook.com) One auth key

EMS One set of docs

One SDK



Graph will
rarely be 100% °




Supplement
with other data

and intelligence




Microsoft Cognitive
Graph Services



“There exists, for
everyone, a sentence - a
series of words - that has
the power to destroy you.
Another sentence exists,
another series of wordes,
that could heal you.”

— Philip K. Dick, VALIS
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Microsoft Graph Content Moderator
sees the e-mail. evaluates text. \
7 N\ V4 . T
- (o J(e) |
Content 1s Awesome.
inclusive.
Jim sends an Graph triggers a Function calls

e-mail. webhook. ’ Cognitive
Services.

4
< X — K-y

This is Jim. Azure Functions Content is Tips sent Jim learns.
Jim has an idea. receives the NOT inclusive. to Jim.
webhook.

Disclaimer: Jim is a work of fiction. Any resemblance to an actual Jim is purely coincidental.



Demo

Custom intelligence

Microsoft Azure £ Search resources, services, and docs

Home > incl - ScreenEmailFunc

incl - ScreenEmailFunc

Function Apps
£ tincl” x

All subscriptions

=— Function Apps

=
w <>incl
.

L 4 :E Functions (Read Only)

w f ScreenEmailFunc

% Integrate
% Manage v Llogs Errors and warnings Console £R
Q, Monitor

2018-11-16T23:29: welcome, you are now connected to log-streaming se
2018-11-16T23:30:35.252 [Info] Function started (Id=223afbdf-e4c3-4fa3
2018-11-16T23:30:35.281 [Info] webhook was triggered!
2018-11-16T23:30:35.281 [Info] validated webhook.
2018-11-16T23:30:35.297 [Info] Function completed (Success, Id=223afbdf
Duration=46ms

2018-11-16T23:31: new trace in the past 1 min(s).
2018-11-16T23:31:4] [Infol Function started (Id=98ef1266-036f-44ba
2018-11-16T23:31:41 7 [Info] webhook was triggered!
2018-11-16T23:31:41.806 [Info] Hook received for subscription: '0d3520

p *— Proxies (Read Only)

EE Slots (preview)

'Usersy/ 784e1-b452-4075-b356-

7cb01632276f/Message kAGY1Zjk2Yjd1LTkXNDETNDFmMYSO4NWEOL TVjNDkZzODFkY
13To01IRSD1SNMAAAAAAEJAAA9sSTv2-13To0TIRSDiSNMAAASKINrAAA=", changeType
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Intelligence strategies

Built-in insights

Security, Spatial Analytics

1st class partnership

Managed Access, PowerStack

Bring your own

Webhooks + ?



Next steps

1.

Try Graph
Explorer

right now:
aka.ms/ge

2.

Join other
Graph talks
and labs

3.

Brainstorm
creative
iIdeas or try
this one:
aka.ms/incl

4.

Build
awesome,
intelligent

apps

Tr

5.

Profit!
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