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Interoperability



We integrate into your solutions

• Best in class server (check out Windows Server 2016)

• Powerful and proven client in Windows 10

• Most widely used productivity tools in Office

• Most widely use email solutions with Exchange and Outlook

• Best in class database platform (check out SQL Server 2016)

• Plus more, such as SharePoint

This is not a standalone environment.  These are components used in larger interconnected solutions.



Microsoft Open Specifications describe the interfaces

File; Print; User/Group 
Authentication

Windows 
Servers

Windows 
Clients

High Volume Products
(HPVs)

Et ceteraEt cetera

Microsoft’s 
commitment to 
interoperability lets 
you substitute or 
augment any of 
these components.



Our commitment to interoperability

• Events

• Support

• Test Tools

• Documentation

• License to use applicable Microsoft intellectual property



MSDN Open Specifications Dev Center

Start Here

https://msdn.microsoft.com/en-us/openspecifications/cc721659.aspx


Events

• Microsoft began hosting interop Plugfests and IO labs over 
ten years ago
• >50 conferences, Plugfests, and IO Labs

• 265 partners

• We will continue to host and participate in events that best 
supports the industry
• Plans for this year include the Redmond Plugfest, SNIA Storage 

Developer’s Conference, a Remote Desktop IO Lab, DevDays Asia, 
etc.

• We want these events to meet your needs – talk to Microsoft 
attendees about your event experiences and feedback; suggest 
topics and locations



Support 

24 x 7 Monitoring 

Issues acknowledged < 24hrs
Email: DocHelp@Microsoft.com

Forums: http://social.msdn.Microsoft.com/Forums/en-US/category/OpenSpecifications

¥ No cost

Communicate in Chinese or English 

mailto:DocHelp@Microsoft.com
http://social.msdn.microsoft.com/Forums/en-US/category/OpenSpecifications


Link

https://msdn.microsoft.com/en-us/openspecifications/cc816063


Tools

• Test Tools

• Message Analyzer

• MailSim

• OData Validator

• Etc.



Test Tools 

• Synthetic, automated clients that generate 
real protocol traffic

• Validation of the server response 

• Connect to your non-Microsoft server or 
validate your man-in-the-middle product

• Support for over 50 protocols across 
Windows, Office, SharePoint, and Exchange  



Message Analyzer

• Capture and analyze network 
traffic 

• Gain clarity over the wire 

• Debug traffic more effectively

• Parsers available for Skype, Office, 
SharePoint, Exchange, Windows, 
and SQL Server

• Network captures that augment 
examples in overview documents



MailSim

• Generate email to server through Outlook or 
REST Mail client 

• Automates core Outlook operations

• Define quantities of mail traffic and repeat  

• Server sizing, testing, or network traffic 
simulation

• Open Source (GitHub)
• https://github.com/OfficeDev/Interop-MailSim

https://github.com/OfficeDev/Interop-MailSim


OData Validator

• Bases on OData protocol specs

• Supports multiple OData versions, 
payload formats, validation of resource 
endpoint types

• Serves as an online tool

• Has five optional validation 
approaches: By URI, By Direct Input, 
Conformance Level, Metadata 
Validation, Service Implementation



Documentation

• Overview documents

• Protocol specifications

• Data structures

• Algorithms

• File formats

• Industry standards – extensions and subset implementations

• Computer languages



Documentation published in several formats

• HTML

• PDF

• DOCX (MS Word format)

• Errata

• DIFF (a PDF file with highlighted change tracking)

• Network captures (to augment examples in overview documents)

• Preview Documents (new and changed document usually 
associated with public Beta previews of software)



Documentation



Overview documents

• In addition to specifications for individual protocols, Microsoft 
publishes overview documents.
• Link: Windows Overview documents on MSDN

• When a group of protocols are used together to accomplish a set 
of common scenarios, such as remote desktop sessions or joining a 
domain, an overview document may be created for those 
scenarios.

• Example: [MS-RDSOD]: Remote Desktop System Overview Document

• Annotated network captures are created to describe the interactions

http://msdn.microsoft.com/en-us/library/hh128055.aspx
http://msdn.microsoft.com/en-us/library/hh871750.aspx


Windows protocols

• General definition for a communication protocol 
is a system of rules for data exchange

• This graphic shows common categories of 
Windows network protocols

• Over 450 specifications for Windows network 
protocols and related information are currently 
published on MSDN

• MSDN Library > Open Specifications

• Office, Exchange, SharePoint, and SQL Server also 
inventory protocols and publish documents.

Networking

Collaboration 
and 

Communication

Device-Specific 
Protocols

Directory 
Services

File, Fax, and 
Printing Services

Application 
Services

Remote 
Connectivity

Security and 
Identity 

Management

Systems 
Management

http://msdn.microsoft.com/en-us/library/dd208104.aspx


Link

https://msdn.microsoft.com/en-us/library/hh128055.aspx


Link

https://msdn.microsoft.com/en-us/library/hh553598.aspx


Link

https://msdn.microsoft.com/en-us/library/hh553545.aspx


Link

https://msdn.microsoft.com/en-us/library/jj216083.aspx


Link

https://msdn.microsoft.com/en-us/library/jj216037.aspx


What is a protocol?

• A protocol defines a data format (syntax) communicated 
between different computing devices that either defines 
actions to be taken by the computing device or generates 
messages by itself (semantics). 

If data is sent or received between computing devices, 
you may have a protocol.

Type Description Example

Block Defines the format of the bits on the wire; typically uses TCP or UDP as 
the transport (and sometimes even HTTP)

Internet Control Message Protocol (ICMP), 
Server Message Block Versions 2 and 3

RPC and DCOM Defines RPC packets sent over the wire; defined by an IDL Netlogon Remote Protocol

SOAP Similar to RPC, but use info sets instead of RPC-defined data structures 
and marshalling

WS-Addressing, 
WS-Trust

HTTP Defines client/server communication using a request/response 
paradigm to access resources. These typically use HTTP with XML or 
JSON.

Smooth Streaming Protocol, 
PowerShell Web Access Protocol, 
BitLocker Recovery Key Backup Protocol

Common protocol types

http://pistore/Protocol/detail.aspx?typename=Protocol&action=view&projectid=1&id=2630
http://pistore/Protocol/detail.aspx?typename=Protocol&action=view&projectid=1&id=2821
http://pistore/Protocol/detail.aspx?typename=Protocol&action=view&projectid=1&id=2514
http://pistore/Protocol/detail.aspx?typename=Protocol&action=view&projectid=1&id=2465
http://pistore/Protocol/detail.aspx?typename=Protocol&action=view&projectid=1&id=2475
http://pistore/Protocol/detail.aspx?typename=Protocol&action=view&projectid=1&id=3857
http://pistore/Protocol/detail.aspx?typename=Protocol&action=view&projectid=1&id=4612
http://pistore/Protocol/detail.aspx?typename=Protocol&action=view&projectid=1&id=4965


Protocol classifications

• A protocol can be defined by Microsoft (such as MS-SMB2) or it can be 
defined by an industry standards group or 3rd-party (such as HTTP, 
Kerberos, or Netflix APIs)

• Microsoft can extend or subset a protocol
• Adding syntax or semantics that are not in the existing specification extends a protocol

• Implementing only a subset or changing the syntax or semantics of an existing protocol 
creates a profile of that protocol

• Microsoft publishes specifications for extensions and profiles of other protocols

• Protocols can depend on additional data structures and algorithms for 
interoperability:
• A data structure defines syntax only -- the order, size, nature, allowable values, and 

format for data that is used by a protocol

• An algorithm defines semantics only -- how to compute a value (in other words, when 
to send data, a cryptographic key, or a number to put in a message, etc. ) that is used 
by a protocol



Example 1: Kerberos authentication

[MS-KILE]: Kerberos Protocol Extensions
Microsoft implements RFC 4120, but also extends authorization aspects of 
this protocol to support group membership, claims, etc. These extensions 
are specified in MS-KILE. 
[Doc ]

[MS-PAC]: Privilege Attribute Certificate Data Structure
MS-KILE encodes authorization data into a Privileged Attribute Certificate 
(PAC) data structure. This structure is specified in MS-PAC.
[Doc ]

RFC 4120: The Kerberos Network Authentication Service (V5)
Kerberos is an Internet Engineering Task Force (IETF) industry standard, 
defined in RFC 4120. The RFC describes Kerberos concepts and specifies 
Version 5 of the Kerberos protocol. 
[RFC ]

MS-AUTHSOD: Authentication Services 

Protocols Overview 
The Authentication Services overview 
document describes how these and other 
protocols are used together for Microsoft 
authentication implementations, including 
Kerberos.

http://msdn.microsoft.com/en-us/library/cc233855.aspx
http://msdn.microsoft.com/en-us/library/cc237917.aspx
http://www.rfc-editor.org/rfc/rfc4120.txt
http://msdn.microsoft.com/en-us/library/gg604662.aspx


Example 2: Server Message Block

[MS-FSCC]: File System Control Codes
MS-FSCC defines control codes and data structures used for Windows 
remote file access, specifically supported by file systems. This information 
is used by the MS-SMB2 protocol and others. 
[Doc ]

[MS-FSA]: File System Algorithms
Describes wire-visible behavior for backing object stores, including NTFS, 
REFS, FAT, CDFS, etc.. This document is specific to Windows semantics, as 
applicable to SMB2 and Win32 application needs.
[Doc ]

[MS-SMB2]: Server Message Block (SMB) Protocol Versions 2 and 3 
MS-SMB2 is a Microsoft-proprietary protocol that supports the sharing of 
file and print resources between machines. There are many external 
implementations of this protocol (Samba, Apple, etc.).
[Doc ]

[MS-FASOD]: File Access Services 

Protocols Overview
The File Access Services overview document 
describes how MS-SMB2 and other protocols 
are used together to enable network file 
access and sharing.

http://msdn.microsoft.com/en-us/library/cc231987.aspx
http://msdn.microsoft.com/en-us/library/ff469524.aspx
http://msdn.microsoft.com/en-us/library/cc246482.aspx
http://msdn.microsoft.com/en-us/library/jj216083.aspx


Technical Document Structure

• The beginning of the document is Normative 
(typically sections 2 and 3)

• Normative information defines the protocol, 
data structure, etc. in technical detail

• Other sections are Informative

• Informative information is added to help the 
implementer with explanations, examples, and 
related references

• The Product Behavior appendix informs the 
reader about which Microsoft products and 
versions of those products applie to the 
documentation



Prescriptive language

Prescriptive language clarifies the technical 
requirements for an implementation.

MAY, SHOULD, MUST, SHOULD NOT, MUST NOT:
These terms…are used as defined in [RFC 2119]. All 
statements of optional behavior use either MAY, SHOULD, 
or SHOULD NOT.

http://www.rfc-editor.org/pdfrfc/rfc2119.txt.pdf


Normative vs Informative sections

Prescriptive language is restricted to normative 
sections, by template type.

Algorithm Section 2 Algorithm Details

Block, HTTP, RPC, 

SOAP

Sections 1.8 Vendor-Extensible Fields;
2 Messages; 3 Protocol Details

Standards Support Section 2.1 Normative Variation

Structure Sections 1.8 Vendor-Extensible Fields;
2 Structures



Link

Preview 
specifications

• Advanced copies new or 
modified protocols

• Typically published with the 
public “BETA” previews a 
Microsoft product

• Documents are not complete, 
and the information is subject to 
change with the final release of 
the software

https://msdn.microsoft.com/en-us/library/ee941641.aspx


Link

Errata
From time to time updates are made 
to the documents to clarify information 
or to correct mistakes.

Customer reported problems are 
classified as TDIs (Technical 
Documentation Issues).

The Support groups works with the 
customer to resolve the TDI.  Microsoft 
then corrects the document and issues 
an Errata update in order to inform all 
implementers.

Windows errata is typically published 
every two weeks.  If changes are 
extensive, Microsoft will publish a new 
version of the document.

https://msdn.microsoft.com/en-us/library/dn781092.aspx


Link

https://msdn.microsoft.com/en-us/library/dn785067.aspx


MSDN Open Specifications Dev Center

Start Here

https://msdn.microsoft.com/en-us/openspecifications/cc721659.aspx


Thank You!

Questions?

© Microsoft Corporation. All rights reserved. 


